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Abstract—Identifying the geographical location of Internet hosts
is crucial for researchers, governments, and commercial entities.
While public and commercial geolocation services are commonly
employed for this task, their accuracy in locating Internet hosts
remains questionable. This paper studies the accuracy and cov-
erage of four popular geolocation databases; MaxMind, DBIP,
IP2Location, and IPGeolocationIO. We assess the consistency and
comprehensiveness of these services by analyzing the entire IPv4
space. Furthermore, we investigate the issue at the prefix level
since geolocation databases typically provide location data at that
level. Finally, we create a ground truth dataset by employing a
DNS-based approach and publicly available vendor locations to
evaluate the accuracy of the databases. Our findings indicate that
these databases provide comprehensive coverage, whereas their
accuracy is far from satisfactory. Therefore, it is essential to use the
information obtained from these databases cautiously and verify
its accuracy before making any decisions based on it.

Index terms— IP Geolocation; Geolocation Databases; Ge-
ographic Information Systems; Accuracy; Reliability

I. INTRODUCTION

The Internet is one of the largest human-engineered, de-
centralized network of networks serving billions of people
worldwide. It is the primary communication medium for critical
infrastructures such as electricity, finance, and transportation.
With the emergence of innovative applications and technolo-
gies, such as cloud computing and the Internet of Things, it
is evident that this trend will only continue to expand in the
future.

Internet Protocol (IP) to geolocation refers to the process of
mapping an IP address to a physical location of the device using
that address. It is a challenging task because IP protocol does
not provide any geolocation information. Researchers suggest
delay-based geolocation [3, 4] and topology-based geolocation
[5]. Delay-based algorithms typically use latency metrics col-
lected from known geographically distributed locations to locate
target hosts. Topology-based algorithms extend the delay-based
techniques by considering the topology with an assumption
that the topologically close addresses are also physically close.
Moreover, several commercial geolocation databases in the
market combine several methods to increase their accuracy and
sell their databases [24, 25].

Identifying the geographical location of Internet hosts is
crucial for researchers, governments, and commercial enti-
ties. Specifically, geolocation is used by many applications,

including content personalization [10], advertising [14], e-
commerce [15], content delivery networks [12], credit card
fraud protection [13], and law enforcement [11]. Additionally,
understanding the geographical characteristics of the Internet
infrastructure allows us to utilize resourceful paths during or
after natural disasters [6]; improve the inter-domain routing
processes [7]; deploy geography-aware network overlays for
efficient multimedia communications [18]; predict path latency
for service improvement in the Internet [8]; develop more
realistic Internet topology generation tools [19].

IP geolocation services map IP addresses to their physical
locations such as a country, city, and/or geographic coordinates.
In addition to the challenges of maintaining and updating them,
the accuracy of geolocation databases is highly questionable
[16, 17], particularly due to the absence of information about
the techniques used to construct them. In numerous instances,
the geolocation service providers are the only source of infor-
mation regarding the accuracy of their databases. Some vendors
declare accuracy metrics without disclosing the methods used
to obtain them.

In this paper, we study the accuracy and coverage of four
popular geolocation databases; MaxMind [25], DBIP [24],
IP2Location [26], and IPGeolocationIO [27]. Our study reveals
that the databases cover the majority of the IPv4 space (more
than 85%). However, they exhibit numerous inconsistencies
when we compare their results pairwise. We observe that they
have a 620 km distance discrepancy on average. The primary
challenge in conducting such research is the scarcity of ground
truth reference information, specifically a comprehensive and
diverse collection of IP addresses with established geographical
locations to compare with geolocation databases. We create
a ground truth dataset using a DNS-based approach [2] and
publicly available vendor locations. The ground truth dataset
contains 6, 345, 323 unique IP addresses with their locations.
We use the ground truth dataset to evaluate the accuracy of the
databases. Our results show that the four databases’ average
distance discrepancy mean is 376 km.

The rest of the paper is organized as follows. Section
II presents the related work. We introduce the details of
our ground truth dataset creation in Section III. Section IV
demonstrates our experimental results and comparisons. Finally,
Section V concludes the paper.



II. RELATED WORK

Mapping IP addresses to their physical location is a signif-
icant task for several reasons, including location-based con-
tent delivery, advertising and marketing, fraud prevention, and
assistance to law enforcement. Content providers can deliver
location-specific content to users based on their location using
IP geolocation [10]. For instance, news platforms can provide
users with news tailored to their specific location based on
the users’ IP addresses. Additionally, location information
helps some companies to deal with copyright and licensing
agreements that limit the availability of certain titles based on
geographical region. For example, Netflix users in the United
States see a different selection of content than those in another
country. Businesses can utilize IP geolocation for targeted
advertising [14]. Businesses may send localized marketing and
promotions to their clients by knowing where they are. For
instance, users located in New Orleans may see advertisements
for local dining establishments, shops, or tourist attractions.
On the other hand, if the users live in a different city, they
would likely come across advertisements specific to that area. IP
geolocation can be used for detecting and preventing fraudulent
activities, such as credit card fraud [13]. Specifically, credit card
vendors can utilize geolocation information to detect anomalies
and determine whether a transaction is legitimate. Finally, IP
geolocation can play a role in law enforcement by providing
information about the location of a device accessing the Internet
[11]. This information can be used to track down individuals
engaging in illegal activities online.

Researchers suggested several methods for IP geolocation
by utilizing network measurement and Internet data mining
approaches. Network measurement methods use delay and
network topology information, whereas Internet data mining
approaches use diverse information mined from the Internet,
including WHOIS databases, reverse DNS, and public ven-
dor locations. Padmanabhan and Subramanian [3] provided a
technique that involves sending ICMP packets from landmark
servers across different geographic locations to the target IP
address, where the location of the target IP is then estimated
based on the proximity of the closest landmark server in
terms of latency. Gueye et al. [4] propose constraint-based
geolocation technique that estimates a position using a sufficient
number of distances to some fixed points. Katz-Bassett et al.
[5] propose topology-based geolocation by leveraging network
topology along with network delay measurements, using tracer-
oute queries from landmark servers to the IP target.

DNS-based geolocation methods use geographic hints en-
coded in domain names to infer locations. UNDNS [2] is one
of the most popular DNS decoders, which is a database of
regular expressions that have been manually compiled to extract
geographical hints and other relevant details from hostnames.
DRoP [20] determines the geographic location of hostnames by
utilizing rules that are automatically generated by identifying
patterns across all the hostname terms associated with a given
domain. Dan et al. [21] provide a machine learning approach
to IP geolocation using reverse DNS hostnames. Their method

divides the hostname into individual terms, compares them
to a geolocation dictionary to create a set of characteristics,
and subsequently employs a binary classifier to analyze the
hostname and features obtained.

Several research studies have indicated that public and
commercial databases offer low-resolution geolocation and are
not dependable regarding city-level accuracy. Hufaker et al.
[22] utilized a majority vote system across all participating
databases to determine the location of an IP address block and
evaluated the databases based on the resultant location. Shavitt
and Zilberman [23] assessed the consistency of databases by
using a ground truth dataset of IP addresses with verified Points
of Presences. Gharaibeh et al. [17] analyzed the reliability of
router geolocation by using 1.6 million router interface IP ad-
dresses and a ground-truth dataset of 16,586 router interface IP
addresses. Their findings indicate that the databases’ accuracy
at the country and city levels need improvement because they
are inadequate for geolocating routers correctly.

This work analyzes the accuracy and coverage of four major
commercial geolocation databases. We examine their consis-
tency and coverage using the entire IPv4 space (more than 4
billion IP addresses). Additionally, we analyze the problem at
the prefix level since geolocation databases provide locations
at the prefix level. Finally, we create 6, 345, 323 IP addresses
as a ground truth and analyze the accuracy of these databases.

III. GROUND-TRUTH LOCATION DATASET

A. Vendor location based Geolocation

Some organizations provide a global research network that
allows researchers to develop, deploy, and test new network
services and applications on a large-scale, geographically dis-
tributed platform. Volunteer organizations worldwide join these
types of networks and make the network globally distributed.
In this work, we use RIPE Atlas [29] and Measurement Lab
(M-Lab) [30] nodes.

RIPE NCC is the regional Internet registry (RIR) for Europe,
the Middle East, and parts of Central Asia. They created RIPE
Atlas to provide a worldwide collection of probes that gauge
the connectivity and reachability measurements of the Internet
in real-time. Volunteers around the world deploy RIPE probes
or RIPE anchors to their own networks. RIPE probes are
compact hardware devices powered by USB that users connect
to the Ethernet port on their router. By the time this paper is
written, there are 11, 981 probes available. RIPE anchors are
a combination of RIPE probes with increased measurement
capabilities, and regional measurement targets that are part
of the more extensive RIPE Atlas network. By the time this
paper is written, there are 802 anchors available. For example,
DigitalOcean (AS number 14061) provides an anchor with an
IP address of 104.131.160.184, which is located in New York
City.

Similarly, Measurement Lab (M-Lab) is an open, distributed
platform that provides researchers, developers, and the general
public with an easy way to measure and diagnose the perfor-
mance of their internet connections. They provide 195 nodes



TABLE I: General Characteristics of the Databases

Database Prefix Count Country City Coordinates

IPGeolocationIO 4,786,915 249 66,442 891,840
DBIP 3,304,193 243 118,599 364,360

IP2Location 3,123,918 243 72,026 96,879
MaxMind 3,422,806 244 97,735 131,613

from 66 different cities around the world. For example, TATA
Communications (AS number 6453) provides a node with an
IP address of 63.243.240.78, which is located in Los Angeles.

We collect 24, 810 IP addresses from RIPE probes, 1176
IP addresses from RIPE anchors, and 1746 IP addresses from
M-Lab. We observe 1159 IP addresses in both RIPE anchors
and RIPE probes set. In total, we collect 26, 573 unique IPv4
addresses with their location.

B. DNS-based Geolocation

Autonomous Systems (ASes) typically encode geographic
information in their DNS naming conventions. Although
DNS naming usage is not mandatory, it is still one of
the most valuable sources of information directly from
the ASes. DNS-based geolocation methods use geographic
hints encoded in domain names to infer locations. To il-
lustrate, Comcast uses the naming convention ”te-0-0-0-5-
sur03.chicago302.il.chicago.comcast.net” which denotes the
location of Chicago, Illinois.

We use UNDNS, which is a tool for extracting geolocation
information from DNS names [2]. In our previous work [1], we
updated and improved their key dataset to extend the coverage
and accuracy of the DNS names. Note that UNDNS provides
city and country names and does not provide coordinates. In
order to receive coordinates from cities and countries, we use
Google Geocoding API [31]

We use Caida’s ”DNS Names for IPv4 Routed /24 Topology”
dataset, which provides DNS names for every routed /24 in the
IPv4 address space [28]. In the dataset, we have 39, 228, 837
unique DNS names. UNDNS was able to obtain a valid ge-
olocation for 6, 318, 932 DNS entries. In the DNS geolocation
list, we have 182 IP addresses with locations that are the same
as the vendor list. Therefore, we obtain a total of 6, 345, 323
unique IP addresses with their locations in our final ground
truth dataset.

IV. EXPERIMENTAL RESULTS

A. Database Overview

In this work, we use one commercial database (IPGeolocatio-
nIO) and three freely available databases (DBIP, IP2Location,
and MaxMind). Unfortunately, none of the databases share their
creation process. Their database contains entries with an IP
address block (e.g., 8.21.216.0, 8.21.216.255, or 8.21.216.0/24
prefix), several useful information associated with the block,
such as country code, city, latitude, and longitude. For example,
DBIP has the following entry in their database: ”8.21.216.0,
8.21.216.255, NA, US, Louisiana, New Orleans, 29.9511, -
90.0715”.

TABLE II: Database Coverage

Database
Missing Prefix

Count
Missing IP

Location Count
Missing IP

Location Percentage

IPGeolocationIO 33 320,025,007 7.451%
DBIP 53 592,718,656 13.8%

IP2Location 3511 604,528,896 14.075%
MaxMind 3356 606,552,311 14.122%

Table I shows the general characteristics of the given
databases. All four databases use ISO 3166-1 Alpha-2 country
code for representing countries. There are 249 countries in
Alpha-2 representation. IPGeolocationIO contains at least one
IP block for each country, whereas MaxMind does not have
an entry for five, and DBIP and IP2Location do not have an
entry for six countries. For counting the unique coordinates,
we rounded the latitude and longitude values to 3 decimal
places, which gives 0.1 km accuracy. Our observations show
that IPGeolocationIO contains the most unique coordinates,
whereas IP2Location has the minimum values. Note that these
values do not present accuracy.

B. Coverage Analysis

In this subsection, we analyze the coverage of four databases
regardless of their correctness. Table II presents the missing
prefixes and missing IP location counts. Our observations show
that IPGeolocationIO misses only 33 prefixes with 7.451% of
the IPv4 geolocation, whereas MaxMind misses 3356 prefixes
with 14.122% of the IPv4 geolocation. Note that we check all
possible IP addresses in IPv4 space, which is 232 corresponding
to 4, 294, 967, 296 unique IP addresses. Nearly 18 million IP
addresses are reserved for private networks, and these IP blocks
do not have valid geolocation in the databases. Even though it
does not negatively affect their coverage, we put them in the
missing IP location class.

C. Pairwise Analysis for entire IPv4

In this part, we compare each database pair’s consistency
with respect to distance discrepancy. We check each IPv4
addresses location in both databases and calculate the distance
between their location. Note that the location of the IP address
might be incorrect in both databases, correct in one of the
databases, or correct in both. For this comparison, our focus is
to check the consistency between databases, and the correctness
of the location is not considered.

Distance between two locations are calculated by using
Haversine formula which calculates the great-circle distance
between two points on the surface of a sphere as suggested in
[9]. Haversine formula requires two latitude and longitude pairs
to compute the distance between them as shown in Equation 1.

a = sin2
(
ϕ2 − ϕ1

2

)
+ cos(ϕ1) cos(ϕ2) sin

2

(
λ2 − λ1

2

)
c = 2arcsin(

√
a)

d = Rc (1)

where ϕ is latitude in radians, λ is longitude in radians, R is
Earth’s radius and d is the great-circle distance between (ϕ1, λ1)



TABLE III: Distance Discrepancy Between Database Pairs (All IPv4 Address Space)

Database Pair NA [0-50] (50-100] (100-500] (500-1000] (1000-5000] (5000-10000] (10000-20000)

DBIP - IP2Location
604,538,688 2,365,689,331 133,830,516 534,390,632 151,668,019 341,294,973 148,673,068 14,882,069

14.08% 55.08% 3.12% 12.44% 3.53% 7.95% 3.46% 0.35%

DBIP - IPGeolocationIO
592,735,790 2,324,329,277 114,562,202 569,818,688 150,193,737 367,815,423 154,934,574 20,577,605

13.80% 54.12% 2.67% 13.27% 3.50% 8.56% 3.61% 0.48%

DBIP - MaxMind
606,562,103 1,218,031,227 144,166,629 641,207,622 525,602,246 988,410,849 154,080,532 16,906,088

14.12% 28.36% 3.36% 14.93% 12.24% 23.01% 3.59% 0.39%

IP2Location - IPGeolocationIO
604,545,793 2,558,782,455 129,227,732 527,565,715 150,778,376 284,573,277 25,043,536 14,450,412

14.08% 59.58% 3.01% 12.28% 3.51% 6.63% 0.58% 0.34%

IP2Location - MaxMind
609,290,959 1,287,448,723 152,153,011 597,749,849 469,627,305 1,128,616,275 34,922,087 15,159,087

14.19% 29.98% 3.54% 13.92% 10.93% 26.28% 0.81% 0.35%

IPGeolocationIO - MaxMind
606,569,208 1,122,022,035 146,886,889 702,221,727 467,161,664 1,194,610,344 38,839,202 16,656,227

14.12% 26.12% 3.42% 16.35% 10.88% 27.81% 0.90% 0.39%

and (ϕ2, λ2) pairs. The distance corresponds to the shortest
distance between two points on the surface of a sphere where
the ellipsoidal effects of the earth are ignored.

Table III presents the distance discrepancy between each
database pair. In case one of the databases could not locate
an IP address, we put it in the NA (not available) class. The
table shows that DBIP, IP2Location, and IPGeolocationIO agree
with each other more than they agree with MaxMind. When we
check a distance between 0 to 50 km, these three databases have
around 55.26% on average. However, their pairwise comparison
with MaxMind gives 28.15% on average for the same distance
range.
DBIP-IP2Location: We observe that at least one database
could not locate around 604 million IP addresses corresponding
to 14.08% in the entire IPv4 space. Moreover, around 2.3 billion
IP addresses are located within a 50 km distance, corresponding
to 55.08% in the entire IPv4 space. Interestingly, 15.29%
of the IP addresses are located more than 500 km distance.
The maximum distance discrepancy is 19, 727 km for prefix
66.198.44.0/24. DBIP located the prefix in Quito, Ecuador (-
0.202, -78.494), whereas IP2Location located it in Singapore
(1.289, 103.850).
DBIP-IPGeolocationIO: Our observations show that around
2.3 billion IP addresses are located within a 50 km distance,
corresponding to 54.12% in the entire IPv4 space. Comparing
the DBIP-IPGeolocationIO pair with DBIP-IP2Location, DBIP-
IPGeolocationIO has more than 6 million IP addresses in the
10000-20000 km discrepancy range. The maximum distance
discrepancy is 19, 910 km for prefix 167.114.26.40/29. DBIP
located the prefix in Jakarta, Indonesia (-6.176, 106.857),
whereas IP2Location located it in Santander, Colombia (7.124,-
73.109).
DBIP-MaxMind: Comparing DBIP with the other two
databases, DBIP has the most discrepancy with MaxMind. Only
1.2 billion of the IP addresses are located within a 50 km
distance, whereas the overall average discrepancy is 864 km.
The maximum distance discrepancy is 19, 750 km for prefix
45.138.10.232/30. DBIP located the prefix in Shire of Cocos,
West Island (-12.145,96.821), whereas MaxMind located it in

San Jose, Costa Rica (9.933,-84.084).
IP2Location-IPGeolocationIO: Our observations show that
these two pairs had the most agreement, where 2.5 billion
locations are within 50 km. The overall average distance
discrepancy is 296 km. The maximum distance discrepancy
is 19, 732 km for the 168.205.92.34 IP address. IP2Location
located the IP address in Buenos Aires, Argentina (-34.603, -
58.381), whereas IPGeolocationIO located it in Nantong, China
(32.078, 121.260).
IP2Location-MaxMind:

As we stated above, database comparisons with MaxMind
have the most disagreement in locations with an overall
760 km average distance. Between MaxMind pairs, this pair
has the lowest average distance discrepancy with 684 km.
The maximum distance discrepancy is 19, 665 km for prefix
161.123.66.0/24. IP2Location located the prefix in Auckland,
New Zealand (-36.866, 174.766), whereas MaxMind located it
in Rabat, Morocco (34.012, -6.848).
IPGeolocationIO-MaxMind: This pair has the lowest agree-
ment within the 50 km range with only 26.12%. Additionally,
16.35% disagreement in the 100-500 km range and 27.81%
agreement in the 1000-5000 km range are the highest numbers
compared to other pairs. The maximum distance discrepancy
is 19, 899 km for prefix 77.81.118.64/30. IPGeolocationIO
located the prefix in Hamilton, New Zealand (-37.763,175.246),
whereas MaxMind located it in Seville, Spain (37.384,-5.970).

D. Pairwise Analysis for Prefixes

Geolocation databases provide geolocation information for IP
blocks. For example, MaxMind provides geolocation informa-
tion of the prefix 1.0.0.0/24 as [−37.8333, 145.2375] latitude
and longitude. In this part, we check each database pair’s
distance discrepancy regarding the prefixes. Figure 1 shows the
cumulative distribution function (CDF) of the database pairs
with respect to distance discrepancy. In addition, Table IV
shows the minimum, first quartile, second quartile (median),
third quartile, maximum, mean, and standard deviation of the
distribution. Note that −1 represents not available locations. It
is evident that the database pairs have a significant discrepancy
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TABLE IV: Summary Statistics for Distance Discrepancy in
km Between Database Pairs (Prefixes)

Database Pair Q0 Q1 Q2 Q3 Q4 Mean StdDev

DBIP - IP2Location -1 4 45 353 19728 511.31 1408.89

DBIP - IPGeolocationIO -1 6 110 508 19910 642.63 1526.06

DBIP - MaxMind -1 13 108 513 19750 603.69 1466.04

IP2Location - IPGeolocationIO -1 7 124 516 19732 596.92 1385.16

IP2Location - MaxMind -1 15 98 501 19666 569.07 1400.56

IPGeolocationIO - MaxMind -1 14 166 715 19900 670.53 1445.13

with a mean between 511 to 670 km. Additionally, the third
quartile (75%) shows us that the discrepancy is between 353
to 715, with an average of 517 km.

E. Database Coverage and Accuracy over the Ground Truth

This subsection discusses the accuracy of four databases with
respect to the ground truth dataset that contains 6, 345, 323
unique IP addresses with their locations. In order to assess
the accuracy, we use distance discrepancy as our metric. For
each IP address in the ground truth database, we check the
location provided by databases, then find the distance between
the ground truth location and database location. Figure 2 shows
the histogram of the distance discrepancy. We observe that all
four databases cover the majority of the IP addresses in the
ground truth. DBIP and IPGeolocationIO could not locate 2 IP
addresses, IP2Location 14 and MaxMind 19 IP addresses. IP-
GeolocationIO located 71.05% of the IP addresses (4,508,464)

TABLE V: Summary Statistics for Distance Discrepancy in km
Between Database and Ground Truth

Database Q0 Q1 Q2 Q3 Q4 Mean StdDev

DBIP -1 0.9 16.53 349.36 19821.64 316.89 777.86

IP2Location -1 1.9 83.97 514.64 19820.02 423.43 833.45

IPGeolocationIO -1 2.21 4.98 205.63 19820.56 334.46 1025.41

MaxMind -1 15.98 146.21 617.88 19834.57 432.20 817.31
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within a 50 km distance. On the other hand, MaxMind has
the lowest accuracy within the 50 km range, where MaxMind
located 38.97% IP addresses (2,472,911). All four databases
locate around 25,000 IP addresses with more than 5000 km
discrepancy from the ground truth location.

Figure 3 shows the cumulative distribution function (CDF)
of the database pairs with respect to distance discrepancy. In
addition, Table V shows the minimum, first quartile, second
quartile (median), third quartile, maximum, mean, and standard
deviation of the distribution. DBIP has the lowest mean at
316.89 km, and MaxMind has the highest mean at 432.2 km.
Even though IPGeolocationIO located most IP addresses within
a 50 km distance, their distance discrepancy mean is 423.43
km. The reason is that they located 23,215 IP addresses in
5000-10000 km interval and 14,719 IP addresses in 10000-
20000 km interval. These numbers are the highest within all
four databases.



V. CONCLUSIONS

In this paper, we evaluate the coverage and accuracy of
four widely used IP geolocation databases. We examine their
consistency and coverage using the entire IPv4 space and
prefix level. Our pairwise comparisons show that databases have
significant disagreement providing locations with a 620 km
overall average distance discrepancy. Additionally, we create
6, 345, 323 IP addresses as ground truth and analyze the accu-
racy of these databases. Our results show that most databases
provide comprehensive coverage over IPv4 space. However,
our findings indicate that the accuracy of these databases is
questionable. Therefore, it is essential to use the information
obtained from these databases with caution and verify its
accuracy before making any decisions based on it.
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